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Abstract

In the past decade, the United States (U.S.) has
enacted extensive federal legislation to regulate the
possession, use, and transfer of dangerous microor-
ganisms and toxins. Yet, few international laboratories
have implemented similar safeguards. Limited data
are available concerning the types of biological agents
researched in non-U.S. laboratories and the biosafety
and biosecurity practices employed to maintain those
agents. To start addressing these knowledge gaps, an
online survey was administered by Biolnformatics, LLC
in 2005 to 765 life scientists from 81 countries in Asia,
Eastern Europe, Latin America, and the Middle East.
Survey results revealed that participants are actively
engaged in research with a wide variety of biological
agents. Moreover, analysis of the biosafety and biose-
curity data revealed several interesting findings; these
findings are summarized into three major themes: bio-
safety is more prevalent than biosecurity, simple prac-
tices and techniques predominate, and perceptions of
risk vary regionally. This survey provided unique in-
sight into the variety of dangerous microorganisms and
their toxins studied worldwide and uncovered a consis-
tent weakness in laboratory biosafety and biosecurity.
Because many of these facilities are located in volatile
areas of the world, these findings indicate a potentially
significant risk, and future actions are warranted to
improve the safe and secure handling of biological
agents internationally.

Introduction

Biosafety and biosecurity are fundamental practices
that must be consistently implemented and enforced
in any active bioscience research laboratory. As critical
as these concepts are to the health and well-being
of bioscience employees as well as the environment,
an alarming lack of global awareness is associated with
biosafety and biosecurity. Moreover, confusion in basic
terminology exists as multiple definitions of biosafety
and biosecurity are in circulation, and the terms are of-
ten used interchangeably. For example, biosafety often
refers to the protection of the environment from geneti-
cally modified organisms; in animal industries, biosecu-
rity refers to the protection of animals from microbial
contamination. In regions that do recognize biosafety
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within a laboratory framework, biosecurity may not be
independently recognized, or it is interpreted to mean
the same as biosafety.

The World Health Organization (WHO) has been in-
strumental in promoting the necessity of laboratory
safety since 1983, providing international guidance on
basic biological safety and developing national codes of
practice for the safe handling of pathogenic microorgan-
isms in a laboratory setting. The WHO defines laboratory
biosafety as “the containment principles, technologies
and practices that are implemented to prevent uninten-
tional exposure to pathogens and toxins, or their acci-
dental release” (WHO, 2004). In 2004, the WHO defined
laboratory biosecurity as “institutional and personal se-
curity measures designed to prevent the loss, theft, mis-
use, diversion or intentional release of pathogens and
toxins” (WHO, 2004). The American Biological Safety
Association (ABSA, www.absa.org) and the European
Biosafety Association (EBSA, www.ebsaweb.eu) are two
other internationally recognized professional organiza-
tions that have been fundamental in establishing labora-
tory biosafety and biosecurity programs around the
world, and they each define biosafety and biosecurity
similar to these WHO definitions.

In the past decade, these and other organizations
have contributed to a greater knowledge and commit-
ment to laboratory biosafety and biosecurity in the global
scientific community. Amerithrax (the case name refer-
ring to the 2001 Bacillus anthracis attacks in the U.S.)
and other recent laboratory accidents and releases have
alerted governments to the importance of biosafety and
biosecurity, provoking the establishment of major eco-
nomic and political initiatives to minimize the conse-
qguences of such biological risks. The United States, in
particular, has been a global leader in promoting labora-
tory biosafety and biosecurity. The United States has
enacted specific legislation to regulate the possession,
use, and/or transfer of Select Agents, and violations
carry criminal and civil penalties. Two key U.S. laws in-
clude the USA PATRIOT Act and the Public Health Secu-
rity and Bioterrorism Preparedness and Response Act of
2002. Many other countries have enacted similar na-
tional regulations.

Nevertheless, even with some of the most stringent
safety and security safeguards in place, since 2003
American laboratories handling dangerous microorgan-
isms and toxins have experienced more than 100 acci-
dents involving such high-risk agents as Bacillus an-
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thracis, highly pathogenic avian influenza virus A
(H5N1), monkeypox virus, and Yersinia pestis, and the
number is increasing; biosecurity infractions are also
numerous (Kaiser, 2007; MSNBC, 2007; Ramshaw,
2007). While some information is available from the
United States, very little is known about how non-U.S.
laboratories are implementing biosafety and biosecurity.
Also very little data are openly available that address
biosafety or biosecurity incidents around the world, es-
pecially in developing countries.

To better assess the state of international laboratory
biosafety and biosecurity, Sandia National Laboratories’
International Biological Threat Reduction (SNL IBTR) and
Biolnformatics, LLC administered an online survey to
765 scientists from 81 countries in Asia, Eastern
Europe, Latin America, and the Middle East. Survey
questions pertained to:

1. The level of awareness and understanding of bio-
logical risks in non-U.S. laboratories

2. The types of dangerous agents actively studied in
non-U.S. laboratories

3. The types and practices of safety and security
needed to maintain non-U.S. laboratories

Survey results revealed that a significant proportion
of international researchers who study infectious agents
practice poor biosafety and biosecurity. It is hoped that
by identifying weaknesses through studies such as this,
gaps in the development and implementation of bio-
safety and biosecurity measures can be addressed and,
ultimately, overcome.

Method

Survey Participants

A cross-sectional online survey was administered to
non-U.S. scientists, healthcare professionals, laboratory
staff, and physicians between September 2005 and
January 2007. Participants were recruited from two
source populations maintained by Biolnformatics, LLC.
Over 47,108 scientists from Asia, Eastern Europe, Latin
America, and the Middle East were invited to participate;
5,176 respondents completed the survey (response rate
= 11.0%). Inclusion criteria required all participants to
be actively engaged in bioscience research with at least
one infectious agent and/or toxin. Respondents were
excluded if they did not indicate research on an infec-
tious agent and/or toxin, or completed less than approxi-
mately 85% of the survey.

The final analysis included an eligible sample of
765 participants from 81 countries. These individuals
were categorized into two groups, Advanced and Emerg-
ing/Developing, based upon the state of their country’s
bioscience research infrastructure. This infrastructure
was determined using secondary research which consid-
ered scientific citations per country, life scientists per
capita, government investment in life science research,
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and the presence of biotechnology parks. Countries with
the highest number of responses per region are India
(Asia; 102/300 or 34.0%), Poland (Eastern Europe;
22/146 or 15.1%), Mexico (Latin America; 35/165 or
21.0%), and Iran (Middle East; 41/154 or 26.6%). More
than half the respondents were from the Advanced
countries (58.8%) and were employed in an academic
field (56.6%) as professors or teachers (32.2%). Basic
research was the most frequently cited type of labora-
tory research conducted by participants from all regions
(43.4%). Additional demographic information is summa-
rized and provided in Table 1.

Survey

The online survey was developed to assess interna-
tional biosafety and biosecurity practices. Each survey
consisted of 30 questions, including 29 closed or par-
tially closed questions and 1 open-ended question.
Qualified scientists from each region were contacted by
e-mail and instructed to access the questionnaire online.
Survey questions focused on:

1. The types of dangerous pathogens and/or toxins
used in research

2. Research objectives as they pertain to these patho-
gens and/or toxins

3. Laboratory capacity including tools, techniques, per-
sonnel, and physical structure

4. Status quo for biosafety and biosecurity

5. Perceptions of risk

6. Standards and accountability measures

The nearly universally recognized WHO Laboratory Bio-
safety Manual was used as the reference point for defi-
nitions of biosafety levels and other terms in an attempt
to mitigate the diversity of terminologies which refer to
different degrees of containment laboratories and differ-
ent ways of implementing those controls.

The survey also collected information regarding par-
ticipant demographics. Each survey was designed to
take no more than 15 minutes to complete and guaran-
teed privacy to the respondent. Surveys were translated
into English, Spanish, Russian, and Arabic. As encour-
agement for participation, participants were awarded
redeemable points or a U.S. $10 honorarium.

Survey Analysis

Survey results in each region were tallied and ana-
lyzed by Biolnformatics, LLC using a commercial soft-
ware package, Statistical Package for Social Sciences
(SPSS) (SPSS Inc., Chicago, lllinois). The response rate
for each question varied as not all respondents an-
swered the survey completely. All unanswered questions
were treated as missing values in the analysis.

Organization of This Paper
Most of the respondents’ laboratories perform vari-
ous types of research and work on multiple types of
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Table 1
Demographic factors of survey participants by response status (n [%]).
Asia Eastern Europe | Latin America | Middle East Total

(n=300) (n=146) (n=165) (n=154) (n=765)
Survey
TOTAL INVITED 17,786 10,211 8,128 10,983 47,108
Responded 1031 (5.8%) 1455 (14.2%) 879 (11.1%) 1811 (16.5%) 5176 (11.0%)
Eligible participants 300 146 165 154 765
:Eigﬁflk;'lit‘;a:&f\'lgigts and/or 731 1,309 714 1657 4,411
Representative Countries
TOTAL 16 21 19 25 81
Advanced countries 6 (37.5%) 6 (28.6%) 7 (36.8%) 8 (32.0%) 27 (33.3%)
Emerging/developing countries 10 (62.5%) 15 (71.4%) 12 (63.2%) 17 (68.0%) 54 (66.7%)
TOTAL RESPONSES 300 146 165 154 765
Advanced countries 162 (54.0%) 73 (50%) 117 (70.9%) 98 (63.6%) 450 (58.8%)
Emerging/developing countries 138 (46.0%) 73 (50%) 48 (29.1%) 56 (36.4%) 315 (41.2%)
Educational Level
TOTAL RESPONSES 279 145 164 152 740
Bachelors degree 13 (4.7%) 2 (1.4%) 10 (6.1%) 8 (5.3%) 33 (4.5%)
Masters degree 63 (22.6%) 20 (13.8%) 37 (22.6%) 12 (7.9%) 132 (17.8%)
Doctoral degree 200 (71.7%) 123 (84.8%) 116 (70.7%) 132 (86.8%) 571 (77.2%)
Scientific Field
TOTAL RESPONSES 277 145 164 154 740
Academic 138 (50.0%) 84 (57.9%) 96 (58.5%) 101 (65.6%) 419 (56.6%)
Government 46 (16.6%) 25 (17.2%) 36 (22.0%) 14 (9.1%) 121 (16.4%)
Hospital or medical center 34 (12.3%) 14 (9.7%) 12 (7.3%) 20 (13.0%) 80 (10.8%)
Pharmaceutical/biotechnology 28 (10.1%) 0 5 (3.0%) 3(1.9%) 36 (4.9%)
Employment Position
TOTAL RESPONSES 282 146 164 154 746
Lab director/supervisor 46 (16.3%) 39 (26.7%) 39 (23.8%) 19 (12.3%) 143 (19.2%)
Professor/teacher 86 (30.5%) 37 (25.3%) 36 (22.0%) 81 (52.6%) 240 (32.2%)
Staff scientist 20 (7.1%) 24 (16.4%) 15 (9.1%) 13 (8.4%) 72 (9.7%)
Principal investigator 60 (21.3%) 22 (15.1%) 55 (33.5%) 15 (9.7%) 152 (20.4%)
Type of Research Conducted in Laboratory
TOTAL RESPONSES 296 145 164 153 758
Basic 115 (38.9%) 73 (50.3%) 85 (51.8%) 56 (36.6%) 329 (43.4%)
Disease surveillance 54 (18.2%) 25 (17.2%) 41 (25%) 25 (16.3%) 145 (19.1%)
Clinical 56 (19.0%) 24 (16.6%) 22 (13.4%) 52 (34.0%) 154 (20.3%)
gg\jglg':ncq‘;‘;‘iry and/or 57 (19.3%) 20 (13.8%) 9 (5.5%) 13 (8.5%) 99 (13.1%)
Work Activities Using Infectious Agents and/or Toxins
TOTAL RESPONSES 276 143 162 152 733
Conduct “hands-on” research 108 (39.1%) 46 (32.2%) 70 (43.2%) 42 (27.6%) 266 (36.3%)
Supervise research 118 (42.8%) 58 (40.6%) 66 (40.7%) 74 (48.7%) 316 (43.1%)
Analyze data only 25 (9.1%) 25 (17.5%) 14 (8.6%) 22 (14.5%) 86 (11.7%)
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pathogens; therefore, the participants’ survey responses
are not research- or pathogen-specific. Rather, they re-
flect the cumulative or highest biosafety and biosecurity
practices used throughout the laboratory. For example,
a laboratory that primarily researches Salmonella at
Biosafety Level 1 (BSL-1) might select Biosafety Level
3 (BSL-3) and other more stringent biosafety practices
because a small proportion of its work is done with
more dangerous pathogens. To better understand the
research and type of pathogen-specific biosafety and
biosecurity practices, the authors separated the respon-
dents into two major categories based on their labora-
tory’s type of research and type of pathogen studied.
This strategy removed all respondents who worked on
more than one type of pathogen and in more than one
research area.

Five research stages were considered: basic, clini-
cal, disease surveillance, drug discovery, and transla-
tional research. Similarly, four types of pathogen re-
search were considered: food-borne (Escherichia coli
0157:H7, Salmonella typhi, Shigella dysenteriae, and
Vibrio cholerae), emerging (highly pathogenic avian influ-
enza [Al] virus A (H5N1), Hantaan virus, and severe
acute respiratory syndrome coronavirus [SARS-CoV]),
blood-borne (dengue fever viruses 1-4, human immuno-
deficiency virus type 1 [HIV-1], rabies virus, and Plasmo-
dium sp.), and agents that pose an inhalational risk
(SARS-CoV, Brucella abortus, melitensis or suis, Chlamy-
dophila psittaci, Francisella tularensis, and Mycobacte-
rium tuberculosis).

The survey consisted of simple yes/no or multiple
choice questions to aid in data normalization. Tables
1-3 show the results of these analyses. The Biosecurity
and Risk Perception portion of the survey uses a 5- and
7-point scale, respectively. The 5-point scale captures
frequency of use (1=None of the time, 2=Little of
the time, 3=Some of the time, 4=Most of the time, 5=All
of the time), and the 7-point scale assesses severity
of risk (1=Very Unconcerned/Very Unlikely, 7=Very Wor-
ried/Very Likely). Survey results are presented as a re-
gional and overall average (Tables 4-5). This paper high-
lights and discusses only select biosafety and biosecu-
rity practices and perceptions of risk in the sample popu-
lation. The full results of the survey are published in
SAND Report 2009-0868 available at: www.biosecurity.
sandia.gov.

Results

Infectious Microorganisms and Toxins
Respondents represent such diverse fields as virol-
ogy, microbiology, toxicology, and pathology and perform
research on a wide variety of organisms. In general, re-
spondents study bacteria and viruses more frequently
than they study toxins. Bacteriology predominates in
most areas; however, viruses are studied most often in
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Latin America. Regional variations in pathogen research
presumably exist as a result of the epidemiological dif-
ferences of endemic diseases and public health threats.
Following are the most frequently studied agents and
toxins common to each region.

The most commonly investigated pathogens and
toxins overall are:

* Escherichia coli 0157:H7

e Salmonella typhi

e Shigella dysenteriae

¢ Human immunodeficiency virus (HIV)
e Staphylococcus aureus toxin

In all regions, Escherichia coli 0157:H7, Salmonella
typhi, and Shigella dysenteriae are the three most fre-
quently studied bacterial strains. Mycobacterium tuber-
culosis is a commonly researched pathogen in the East-
ern European, Latin American, and the Middle Eastern
regions, while Vibrio cholerae is the third most frequently
studied infectious bacteria in Asia.

HIV is the most frequently studied virus in all re-
gions. Other virus research varies widely. For instance,
the large majority of Middle Eastern viral researchers
study hepatitis viruses (70%) compared to just 14% of
the Asian researchers. Yet Asia investigates SARS, highly
pathogenic avian influenza, and dengue fever much
more frequently than any other region.

Toxins and parasites were the least studied agents.
Most respondents investigate Staphylococcus aureus
toxins and malaria more than any other toxin or parasite.
Botulinum toxin and Clostridium perfringens toxin were
generally the second and third most researched toxins.
In some Latin American regions, parasites such as Try-
panosoma cruzi, the cause of the Chagas’ disease, are
routinely studied. It is also important to note that up to
77% of researchers also reported working on biological
agents and/or toxins not listed on the questionnaire. In
these cases, respondents were able to select “Other” and
list alternate agents researched in their laboratories.

Biosafety Practices

Personal protective equipment (PPE) is the most
consistently used biosafety practice in all regions (Tables
2a-2b). Gloves, gowns, and lab coats are the most com-
mon PPE and are routinely worn 72%-94% of the time.
Face shields and goggles are also common but used
less frequently. Biosafety cabinets (BSC) and the pres-
ence of an autoclave within the laboratory are also fairly
common in many of the respondents’ labs. More sophis-
ticated biosafety practices, such as the ability to monitor
people using closed circuit television and two-way com-
munication, are the least employed practices. Other
measures, such as building ventilation systems and ef-
fluent waste decontamination systems, are used spo-
radically in many regions. Detailed data were not col-
lected on specific biosafety practices or on validation
mechanisms of engineering controls.
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Table 2a
Frequency of select biosafety practices (%).
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Basic Research
Asia (n=111) 279 | 45 | 207 | 540 | 847 | 829 | 514 | 469 | 541 | 26.1 | 30.6 | 432 | 676
(Er?j’;%r)” EUroPe | 574 | 14 | 123 | 466 | 836 | 87.7 | 493 | 390.7 | 493 | 384 | 329 | 219 | 425
'(‘r"]":g;;me”ca 51.8 | 47 | 118 | 647 | 882 | 91.8 | 612 | 37.7 | 588 | 31.8 | 282 | 21.2 | 51.8
(“ﬂ'fgé? East 333 | 33 | 183 | 60.0 | 90.0 | 883 | 56.7 | 50.0 | 483 | 26.7 | 36.7 | 26.7 | 53.3
AVERAGE 351 | 35 | 158 | 56.3 | 86.6 | 87.7 | 54.7 | 43.6 | 52.6 | 30.8 | 321 | 28.3 | 53.8
Clinical Research
Asia (n=52) 481 | 19.2 | 327 | 615 | 80.8 | 808 | 53.9 | 558 | 34.6 | 30.8 | 30.8 | 385 | 57.7
(Er?j’;r)” EUrope | 333 | 125 | 208 | 41.7 | 708 | 833 | 583 | 458 | 292 | 202 | 417 | 208 | 202
'(‘r"]":'gl‘;me”ca 571 | 48 | 238 | 714 | 952 | 857 | 714 | 619 | 524 | 476 | 524 | 95 | 381
mfg; East 321 | 89 | 214 | 375 | 732 | 804 | 554 | 429 | 482 | 339 | 286 | 304 | 446
AVERAGE 42.7 | 11.4 | 24.7 | 53.0 | 80.0 | 82.6 | 59.8 | 51.6 | 41.1 | 354 | 384 | 24.8 | 42.4
Disease Surveillance Research
Asia (n=53) 494 | 11.3 | 264 | 604 | 793 | 793 | 623 | 509 | 37.7 | 37.7 | 283 | 396 | 717
(Er?j’;%r)” Europe | 375 | 42 | 250 | 792 | 91.7 | 87.5 | 833 | 37.5 | 542 | 167 | 500 | 542 | 542
|(_r?:|23menca 61.0 | 7.3 | 171 | 683 | 95.1 | 854 | 683 | 488 | 56.1 | 24.4 | 39.0 | 31.7 | 63.4
m'fg; East 385 | 00 | 231 | 539 | 885 | 885 | 57.7 | 57.7 | 50.0 | 30.8 | 423 | 154 | 50.0
AVERAGE 465 | 57 | 229 | 655 | 88.7 | 852 | 67.9 | 48.7 | 49.5 | 27.4 | 39.9 | 352 | 59.8
Drug Discovery Research
Asia (n=56) 464 | 19.6 | 304 | 714 | 839 | 839 | 679 | 53.6 | 41.1 | 375 | 50.0 | 57.1 | 67.9
(Er?j’;%r)” EUroPe | 350 | 0.0 | 200 | 60.0 | 90.0 | 950 | 650 | 60.0 | 45.0 | 350 | 40.0 | 40.0 | 350
'(‘r"]":g)Ame”Ca 55.6 | 0.0 | 11.1 | 66.7 | 889 | 889 | 889 | 111 | 77.8 | 444 | 222 | 111 | 44.4
mt’f‘f East 574 | 7.4 | 214 | 571 | 714 | 857 | 574 | 57.1 | 429 | 35.7 | 429 | 357 | 286
AVERAGE 485 | 67 | 20.7 | 63.8 | 83.6 | 884 | 69.7 | 455 | 51.7 | 38.2 | 38.8 | 36.0 | 44.0
Translational Research
Asia (n=12) 83 | 16.7 | 167 | 66.7 | 91.7 | 917 | 66.7 | 583 | 66.7 | 16.7 | 50.0 | 583 | 833
(Er?j’;‘?m Europe 00 | 00 | 00 | 333 | 66.7 | 66.7 1%0' 333 | 333|667 | 00 | 00 | 333
'(‘r"]":';‘)Ame”Ca 429 | 00 | 00 | 57.1 | 85.7 1%0' 1%0' 429 | 429 | 143 | 286 | 286 | 57.1
Middle East (n=8) | 50.0 | 125 | 00 | 37.5 | 87.5 | 875 | 500 | 50.0 | 25.0 | 250 | 50.0 | 125 | 25.0
AVERAGE 253 | 7.3 | 42 | 48.7 | 829 | 865 | 79.2 | 46.1 | 42.0 | 30.7 | 32.2 | 24.9 | 49.7
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A review of biosafety level practices revealed two
significant findings. First, the majority of respondents
work in a BSL-2 setting (Tables 3a-3b); this is consistent
across all regions. However, some research is performed
in BSL-1 and BSL-3 facilities. BSL-1 is used most fre-
quently in food-borne pathogen research, while much of
the emerging, blood-borne, and inhalational pathogen
research is performed in a BSL-3. The most alarming
finding, however, is that a significant proportion of the
respondents claim they do not know at what biosafety

level they currently work with their infectious agent or
toxin. This was the most common response from the
Middle Eastern participants.

Biosecurity Practices

Biosecurity is inconsistently employed around the
world. Physical security to reduce the risk of unauthor-
ized access to a laboratory is relatively weak in nearly
every region. The most widespread biosecurity measures
include locked laboratory doors, locked building doors,

Table 2b
Frequency of select biosafety practices (%).
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Food-borne Pathogens
Asia (n=31) 355 | 65 | 129 | 581 | 774 | 80.7 | 548 | 452 | 484 | 120 | 387 | 355 | 645
(E:j‘i%r)” Europe | 500 | 100 | 0.0 | 50.0 | 1000 | 1000 | 30.0 | 60.0 | 30.0 | 40.0 | 40.0 | 50.0 | 40.0
(Lr":‘i'22‘;mer'ca 583 | 00 | 83 | 750 | 91.7 | 1000 | 833 | 50.0 | 50.0 | 333 | 16.7 | 33.3 | 50.0
mff; East 692 | 7.7 | 231 | 692 | 846 | 923 | 846 | 846 | 231 | 30.8 | 308 | 385 | 615
AVERAGE 533 | 61 | 111 | 631 | 884 | 933 | 63.2 | 60.0 | 37.9 | 29.3 | 316 | 39.3 | 54.0
Emerging Pathogens
Asia (n=6) 66.7 | 167 | 167 | 833 | 66.7 | 66.7 | 500 | 500 | 333 | 16.7 | 500 | 66.7 | 50.0
Eastern
Europe (n=2) | 333 | 00 | 00 | 333 | 667 | 667 | 667 | 333 | 00 | 333 333 | 333 333
'(‘:‘i':?)Ame”ca 333 | 00 | 00 | 66.7 | 1000 | 100.0 | 1000 | 66.7 | 333 | 66.7 | 00 | 333 | 66.7
?r/:'ff)'e East 00 | 00 | 00 | 00 | 1000 | 1000 | 1000 | 1000 | 00 | 00 | 00 | 00 | 00
AVERAGE 333 | 42 | 42 | 458 | 834 | 834 | 792 | 625 | 167 | 292 | 208 | 333 | 375
Blood-borne Pathogens
Asia (n=17) 520 | 59 | 294 | 706 | 882 | 882 | 471 | 647 | 235 | 17.7 | 204 | 529 | 824
Eastern
Europe (n=2) | 0O | 00 | 00 | 1000 | 1000 | 1000 | 1000 | 50.0 | 1000 | 0.0 | 00 | 50.0 | 50.0
'(‘:‘i'g)Ame”ca 875 | 125 | 250 | 75.0 | 1000 | 87.5 | 625 | 125 | 750 | 250 | 625 | 25.0 | 625
?l’:'f%'e Bast | 1000 | 00 | 00 | 1000 | 00 | 1000 | 1000 | 00 | 1000 | 00 | 1000 | 00 | 0.0
AVERAGE 601 | 46 | 136 | 864 | 721 | 939 | 774 | 318 | 746 | 107 | 480 | 320 | 487
Pathogens Posing an Inhalational Risk
Asia (n=5) 60.0 | 200 | 00 | 800 | 600 | 60.0 | 400 | 400 | 40.0 | 00 | 400 | 60.0 | 40.0
Eastern
Europe (n=5) | 600 | 00 | 200 | 200 | 1000 | 1000 | 800 | 0.0 | 80.0 | 0.0 | 600 | 60.0 | 200
'(‘:‘i'er;‘)Ame”ca 66.7 | 00 | 00 | 1000 | 833 | 1000 | 50.0 | 16.7 | 833 | 50.0 | 16.7 | 16.7 | 16.7
?Qf%'e East 571 | 00 | 143 | 57.4 | 1000 | 1000 | 714 | 286 | 100.0 | 143 | 714 | 286 | 857
AVERAGE 610 | 50 | 86 | 643 | 858 | 90.0 | 604 | 213 | 758 | 161 | 47.0 | 413 | 406
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Tables 3a and 3b

The biosafety level most commonly used when working with infectious agents and/or toxins (%).

Table 3a | BSL1 | BSL2 | BSL3 | BSL4 | Don'tKnow
Basic Research
Asia (n=109) 229 51.4 10.1 — 15.6
Eastern Europe (n=72) 22.2 27.8 6.9 — 43.1
Latin America (n=82) 17.1 52.4 12.2 — 18.3
Middle East (n=58) 17.2 29.3 5.2 1.7 46.6
Clinical Research
Asia (n=48) 12.5 47.9 16.7 — 22.9
Eastern Europe (n=23) 13 52.2 4.4 — 30.4
Latin America (n=21) 4.8 52.4 9.5 — 33.3
Middle East (n=54) 9.3 37.0 11.1 1.9 40.7
Disease Surveillance Research
Asia (n=50) 16.0 52.0 18.0 2.0 12.0
Eastern Europe (n=25) 4.0 32.0 24.0 12.0 28.0
Latin America (n=40) 10.0 62.5 20.0 — 7.5
Middle East (n=25) 12.0 32.0 16.0 — 40.0
Drug Discovery Research
Asia (n=54) 16.7 37.0 18.5 1.9 25.9
Eastern Europe (n=20) 20.0 45.0 10.0 — 25.0
Latin America (n=9) 44.4 33.3 11.1 — 11.1
Middle East (n=14) 7.1 42.9 — — 50.0
Translational Research
Asia (n=11) 18.2 36.4 18.2 — 27.3
Eastern Europe (n=3) — 100 — — —
Latin America (n=6) — 33.3 16.7 — 50.0
Middle East (n=8) 25.0 37.5 - 12.5 25.0

Table 3b | BSL1 | BSL2 | BSL3 | BSL4 | Don’tKnow
Food-borne Pathogens
Asia (n=28) 25.0 35.7 7.1 — 32.1
Eastern Europe (n=10) 40.0 30.0 — — 30.0
Latin America (n=12) 25.0 50.0 — — 25.0
Middle East (n=13) 15.4 46.2 — 7.7 30.8
Emerging Pathogens
Asia (n=b) — 60.0 40.0 — —
Eastern Europe (n=2) — 66.7 33.3 — —
Latin America (n=3) — 66.7 33.3 — —
Middle East (n=1) — 100.0 — — —
Blood-borne Pathogens
Asia (n=17) 5.9 41.2 35.3 — 17.7
Eastern Europe (n=2) 50.0 50.0 — — —
Latin America (n=8) 12.5 50.0 37.5 — —
Middle East (n=1) — — — — 100.0
Pathogens Posing an Inhalational Risk
Asia (n=4) — 75.0 25.0 — —
Eastern Europe (n=5) 20.0 — 40.0 — 40.0
Latin America (n=6) 333 16.7 50.0 — —
Middle East (n=7) — 28.6 57.1 — 14.3
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and locked cabinets; less routinely researchers lock their
refrigerators. Yet, in some areas, even these simple
measures are not regularly implemented. More sophisti-
cated physical security measures are used by a smaller
proportion of respondents. These may include implemen-
tation of more technological measures or other advanced
practices used to mitigate the risk of biological theft from

a laboratory. In all categories, the use of video monitors,
sensors and alarms, and self-closing doors are rarely
used. Other practices vary extensively (Tables 4a-4b).
Personnel security is the principal measure for ad-
dressing the risk that a lab worker with legitimate access
may steal or misuse a biological agent (Salerno &
Gaudioso, 2007). For respondents, personnel security

Table 4a
Physical Security Practices*
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Basic Research
Asia (n=105) 3.4 3.2 2.8 3.6 3.7 3.7 4.0 3.4 3.2 3.1 3.4 2.2
Eastern Europe (n=69) 3.3 3.9 3.2 3.2 3.9 3.9 3.8 3.0 2.5 2.2 2.6 1.9
Latin America (n=79) 35 | 36 | 2.2 40 | 39 | 4.0 42 | 35 | 26 | 2.7 3.6 | 1.8
Middle East (n=58) 3.4 | 39 | 2.7 39 | 39 | 3.9 44 | 3.0 | 32 | 2.9 28 | 1.6
AVERAGE 3.4 3.6 2.7 3.7 3.8 3.9 4.1 3.2 2.9 2.7 3.1 1.9
Clinical Research
Asia (n=46) 36 | 3.8 | 2.2 40 | 40 | 4.0 44 | 3.6 | 3.2 | 3.1 3.3 | 25
Eastern Europe (n=24) 35 | 3.1 | 34 40 | 41 | 41 39 | 3.3 29 | 2.2 28 | 2.3
Latin America (n=21) 3.7 3.4 2.2 3.8 4.0 4.0 4.4 3.9 2.9 3.5 3.3 1.7
Middle East (n=53) 3.2 3.7 2.4 3.3 3.6 3.6 3.8 3.1 3.3 2.6 2.6 1.8
AVERAGE 3.5 3.5 2.5 3.8 3.9 3.9 4.1 3.5 3.1 2.8 3.0 21
Disease Surveillance Research
Asia (n=50) 3.8 | 40 | 3.0 39 | 39 | 4.2 41| 36 | 38 | 31 4.0 | 2.7
Eastern Europe (n=24) 3.5 3.1 3.1 4.0 4.1 4.1 3.9 3.3 2.9 2.2 2.8 2.3
Latin America (n=40) 33 | 3.8 | 1.8 39 | 39 | 3.9 42 | 4.2 26 | 2.9 33 | 1.6
Middle East (n=24) 33 | 41 | 3.0 32 | 3.7 | 38 40 | 3.0 | 3.4 | 28 2.9 | 2.0
AVERAGE 36 | 40 | 28 36 | 39 | 41 42 | 38 | 3.2 | 31 3.6 | 2.2
Drug Discovery Research
Asia (n=51) 41 | 43 | 35 39 | 41 | 3.9 41 | 35 | 3.6 | 4.0 3.8 | 2.6
Eastern Europe (n=20) 3.9 4.4 3.1 4.4 4.3 4.1 4.4 3.5 3.4 2.6 2.9 2.8
Latin America (n=9) 35 | 45 | 21 44 | 46 | 4.9 44 | 39 | 34 | 21 33 | 16
Middle East (n=12) 43 | 42 | 34 33 | 45 | 3.9 43 | 44 | 34 | 3.2 3.6 | 1.9
AVERAGE 40 | 44 | 3.0 40 | 44 | 4.2 43 | 38 | 3.4 | 3.0 3.4 | 2.2
Translational Research
Asia (n=12) 3.1 | 41 | 3.4 45 | 46 | 45 43 | 3.6 | 3.6 | 3.3 35 | 2.6
Eastern Europe (n=3) 47 | 3.3 | 2.7 4.0 | 4.0 | 4.0 43 | 2.3 23 | 1.0 3.3 | 1.7
Latin America (n=7) 4.0 4.1 3.5 4.3 3.8 3.6 4.3 3.0 2.5 2.3 2.8 2.8
Middle East (n=8) 23 | 44 | 28 3.7 | 47 | 44 43 | 40 | 39 | 20 3.5 | 1.7
AVERAGE 35 | 40 | 31 41 | 43 | 44 43 | 3.2 | 31 | 2.2 3.3 | 2.2

*This question was answered on a 5-point scale: 5=All of the time; 4=Most of the time; 3=Some of the time; 2=Little of the time;
1=None of the time. The above scores are an average of the respondents’ results.
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most typically involves biosecurity training for new em-
ployees, restricted access to laboratory areas, and lists
of employees who have access to restricted areas. Over-
all, personnel security measures are even less consis-
tently applied than physical security measures. Photo
identification badges, building escorts, biosecurity train-
ing, and background screening of potential new employ-
ees are infrequently implemented. Generally, basic and
clinical labs have very poor personnel security, with
more advanced laboratories implementing more security
measures.

Information security, a set of tools and practices
used to protect sensitive information, is no less varied.
In all regions, password protection of computers and
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files is the most frequent information security measure.
In contrast, storage of important hard copies of informa-
tion (including paper, tapes, and videos) in secure con-
tainers is the least practiced measure within each region
and category. Lastly, Material Control and Accountability
(MC&A) measures help enhance laboratory biosecurity
by establishing exactly what biological material is pre-
sent at a facility, how and where the material is stored
and handled, and who is responsible for it (Salerno &
Gaudioso, 2007). Overall, MC&A is generally quite robust
within each region as nearly all of the practices are used
most to all of the time. The laboratory head or direct su-
pervisor was the most commonly identified person to
account for a laboratory’s pathogens and toxins.

Table 4b
Physical Security Practices*
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Food-borne Pathogens
Asia (n=28) 3.7 3.8 3.0 4.2 4.3 4.3 4.4 3.6 3.5 3.1 3.4 2.5
Eastern Europe (n=9) 4.1 4.7 3.0 4.7 4.0 4.0 4.2 3.8 2.2 2.7 2.5 2.4
Latin America (n=11) 3.1 2.6 2.1 3.4 3.6 3.7 4.0 3.0 2.5 2.7 3.4 1.5
Middle East (n=12) 3.5 4.4 4.0 4.8 4.6 4.2 4.6 4.1 4.1 3.9 4.1 2.6
AVERAGE 3.6 3.9 3.0 4.3 4.1 4.1 4.3 3.6 3.1 3.1 3.4 2.3
Emerging Pathogens
Asia (n=6) 4.0 3.8 3.5 3.3 3.0 2.4 3.6 3.8 3.7 3.7 3.3 2.8
Eastern Europe (n=2) 5.0 5.0 5.0 4.5 4.0 4.5 4.0 5.0 4.5 1.0 5.0 1.0
Latin America (n=3) 2.7 2.3 1.3 2.0 2.0 3.0 2.3 1.7 1.7 2.3 1.5 1.0
Middle East (n=1) 1.0 5.0 1.0 1.0 1.0 5.0 5.0 1.0 5.0 1.0 5.0 1.0
AVERAGE 3.2 4.0 2.7 2.7 2.5 3.7 3.7 2.9 3.7 2.0 3.7 1.5
Blood-borne Pathogens
Asia (n=16) 3.4 3.9 2.1 3.4 3.8 3.6 3.8 2.8 3.3 2.5 3.3 1.8
Eastern Europe (n=2) 4.5 4.5 1.0 2.5 4.0 4.0 4.5 2.5 2.0 3.5 1.0 3.0
Latin America (n=8) 3.6 3.1 1.1 3.1 3.4 4.4 4.8 3.5 1.4 2.0 2.3 1.9
Middle East (n=1) 2.0 2.0 2.0 2.0 2.0 2.0 2.0 2.0 2.0 2.0 2.0 1.0
AVERAGE 34 3.4 1.6 2.8 3.3 3.5 3.8 2.7 2.2 2.5 2.2 1.9
Pathogens Posing an Inhalational Risk
Asia (n=b) 3.8 3.6 3.2 3.0 34 2.8 33 3.6 3.4 34 3.0 3.2
Eastern Europe (n=5) 3.0 3.8 3.0 3.6 2.8 4.3 4.0 3.0 4.7 3.0 4.0 2.0
Latin America (n=6) 2.8 3.5 1.7 4.2 3.0 4.8 3.5 2.8 3.5 2.2 3.8 1.2
Middle East (n=7) 4.2 4.4 2.2 4.0 4.2 4.0 4.6 2.5 3.7 3.2 4.6 2.2
AVERAGE 3.5 3.8 2.5 3.7 3.3 4.0 3.8 3.0 3.8 3.0 3.9 2.2

*This question was answered on a 5-point scale: 5=All of the time; 4=Most of the time; 3=Some of the time; 2=Little of the time;
1=None of the time. The above scores are an average of the respondents’ results.
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Risk Perceptions

When asked about the respondent’s degree of con-
cern for various scenarios involving infectious agents
and/or toxins that his/her laboratory studies, the most
commonly cited concerns for most categories included
Accidentally infecting people or animals or contaminat-
ing the environment outside the laboratory and Labora-
tory-acquired infections (Table 5a). Yet, respondents
researching emerging pathogens often selected Becom-
ing more virulent and Acquiring ability to infect new spe-
cies as highly likely (i.e., a 5.8 and 6.2 average, respec-
tively, on a 7-point scale where 7=Very worried).

Overall, being Repurposed by government to serve
as a public health lab (e.g., diagnostics, vaccinations,
etc.) during an epidemic was a significant concern in all
regions. This was especially a concern in Asian, Eastern
European, and Latin American laboratories doing disease
surveillance work (Table 6a). Yet, when asked about the
likelihood that their laboratory could be involved in or
affected by Theft of samples with the intent to do harm
by either an employee or a non-employee (outsider), the
overwhelming majority of respondents claimed this was a
remote possibility (Table 6b). This was consistent among
both categories and across all regions.

Table 5a

Risk perceptions of various scenarios involving an infectious agent
or toxin that a respondent’s laboratory studies by research type.*

Acclden.tally Acquire Ability Ag_ent or Become Laboratory-
Infecting Toxin Could .
People/Animals/ to Infec? Be Used to M ore acqulr.ed
. New Species Virulent Infection
or Environment Cause Harm

Basic Research
Asia (n=105) 5.4 5.0 5.0 4.8 5.0
Eastern Europe (n=71) 3.5 3.0 3.4 3.1 3.9
Latin America (n=81) 5.6 4.5 4.4 4.6 5.2
Middle East (n=58) 5.0 4.3 45 4.4 5.0
AVERAGE 4.9 4.2 4.3 4.2 4.8
Clinical Research
Asia (n=45) 5.6 5.1 5.2 5.2 5.8
Eastern Europe (n=24) 4.8 4.1 4.0 4.5 4.7
Latin America (n=21) 5.7 5.0 5.4 5.2 6.0
Middle East (n=51) 5.0 4.4 4.3 4.4 4.9
AVERAGE 5.3 4.7 4.7 4.8 5.4
Disease Surveillance Research
Asia (n=48) 5.6 5.2 5.5 5.2 5.8
Eastern Europe (n=22) 5.1 5.0 4.9 5.1 5.6
Latin America (n=40) 5.4 4.6 4.6 4.5 5.6
Middle East (n=25) 5.5 4.8 5.0 4.7 5.3
AVERAGE 5.4 4.9 5.0 4.9 5.6
Drug Discovery Research
Asia (n=51) 5.3 4.7 5.0 5.1 5.1
Eastern Europe (n=17) 5.0 4.4 4.6 4.7 5.2
Latin America (n=9) 6.0 5.9 5.9 5.7 6.2
Middle East (n=11) 5.4 4.8 5.4 4.8 5.7
AVERAGE 5.4 4.9 5.2 5.1 5.6
Translational Research
Asia (n=12) 5.5 5.5 5.2 5.4 5.3
Eastern Europe (n=3) 3.3 3.3 4.7 4.0 3.3
Latin America (n=7) 5.7 5.2 4.5 3.8 4.7
Middle East (n=8) 6.1 5.4 5.1 5.5 6.0
AVERAGE 5.2 4.8 4.9 4.7 4.8

*This question was answered on a 7-point scale: 7=very worried; 1=very unconcerned. The above scores are an average of the

respondents’ results.
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Discussion

This survey sought to gather insight into the status of
international laboratory biosafety and biosecurity in Asia,
Eastern Europe, Latin America, and the Middle East. The
survey engaged 765 international life scientists who ac-
tively study infectious agents and/or toxins. Specific ob-
jectives of the survey include identifying the types of
pathogens and/or toxins used in research, research ob-
jectives, laboratory capacity, the status quo for biosafety
and biosecurity policies and procedures, perceptions of
risk, and standards and accountability measures. Results
of the analysis identified three major themes:

1. Biosafety is more prevalent than biosecurity.
2. Simple practices and techniques predominate.
3. Perceptions of risk vary regionally.

Articles

Biosafety is More Prevalent than Biosecurity
Biosafety is implemented, to varying extents, in
every region included in this survey. A primary reason
respondents may employ biosafety is to reduce the risk
of accidentally infecting themselves while working with
infectious pathogens. This concern is likely the principal
reason why personal biosafety—in the form of lab coats,
gloves, and safety goggles—is relatively universal. Inter-
estingly, although personal safety might be important to
the respondents, environmental safety is not, as just
one-third to one-half of respondents routinely decon-
taminate their waste, and roughly one-quarter to one-
third use controlled ventilation. Evidence also suggests
that for many, a known risk that cannot be mitigated will
result in work not being conducted, as approximately
50%-80% of respondents claim that if they do not have
a particular piece of laboratory safety equipment neces-

Table 5b

Risk perceptions of various scenarios involving an infectious agent
or toxin that a respondent’s laboratory studies by research type.*

Acclden.tally Acquire Ability Ag_ent or Become Laboratory-
Infecting Toxin Could .
People/Animals/ to Infec? Be Used to M ore acquu:ed
. New Species Virulent Infection
or Environment Cause Harm

Food-borne Pathogens
Asia (n=27) 5.7 5.4 5.5 5.3 5.8
Eastern Europe (n=7) 3.6 3.6 3.6 3.4 3.6
Latin America (n=12) 6.3 5.3 4.8 5.3 5.4
Middle East (n=12) 4.3 4.7 3.9 4.7 4.9
AVERAGE 5.0 4.7 4.5 4.7 4.9
Emerging Pathogens
Asia (n=6) 4.0 3.7 3.7 4.2 4.3
Eastern Europe (n=2) 6.0 7.0 4.0 6.0 6.0
Latin America (n=3) 7.0 7.0 6.7 6.0 6.0
Middle East (n=1) 1.0 7.0 1.0 7.0 1.0
AVERAGE 4.5 6.2 3.8 5.8 4.3
Blood-borne Pathogens
Asia (n=15) 5.5 43 4.7 4.7 45
Eastern Europe (n=1) 1.0 1.0 5.0 1.0 7.0
Latin America (n=8) 5.4 4.0 4.1 3.8 5.9
Middle East (n=1) 3.0 3.0 3.0 3.0 3.0
AVERAGE 3.7 34 4.2 31 5.1
Pathogens Posing an Inhalational Risk
Asia (n=b) 3.6 3.6 3.4 3.6 3.8
Eastern Europe (n=5) 3.2 2.2 2.6 2.4 3.8
Latin America (n=5) 4.8 3.4 5.0 4.6 5.2
Middle East (n=7) 5.7 5.0 5.3 4.9 5.6
AVERAGE 4.3 3.6 41 3.9 4.6

*This question was answered on a 7-point scale: 7=very worried; 1=very unconcerned. The above scores are an average of the

respondents’ results.
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sary to perform an experiment, they will not perform
the experiment. However, what a respondent deems
as “necessary equipment” is most likely influenced by
his/her prior laboratory experience. In addition, respon-
dents’ organizations use a variety of different means to
manage their biosafety and biosecurity programs. The
most commonly used methods are a biosafety operations
manual, an institutional biosafety committee, biosafety
training procedures, and a laboratory management plan,
although biosecurity programs are not frequently used.
Biosecurity issues also do not figure as predominantly in
most of the respondents’ risk assessments.

Nevertheless, other biosafety practices, which are
necessary for specific types of research, are used less
regularly. For example, dangerous biological agents that
have the potential to be inhaled during experimental
procedures require additional biosafety practices and
measures, such as a biological safety cabinet (BSC), one
of the most important pieces of laboratory equipment to
reduce the risk of inhalational exposure. Unfortunately,
BSCs are used by only 64% of researchers who study
pathogens that pose an inhalational hazard. The survey
did not examine whether BSCs are regularly, or annually,
certified. In addition, many of the laboratories that work

Table 6a
Risk perceptions that a respondent’s laboratory would be involved in or affected by one of the following scenarios.*
Discovering Repurposed by Theft of Samples Theft of Samples
Emerging Government to Serve by Laboratory by Non-employee
Infectious as Public Health Employee with with Intent
Disease Lab During Epidemic | Intent to Cause Harm | to Cause Harm
Basic Research
Asia (n=103) 3.4 3.5 2.3 2.2
Eastern Europe (n=72) 2.7 2.9 1.8 1.8
Latin America (n=82) 2.9 3.9 1.8 1.8
Middle East (n=57) 3.3 3.6 2.0 2.1
AVERAGE 3.1 3.5 2.0 2.0
Clinical Research
Asia (n=45) 43 5.0 2.1 2.0
Eastern Europe (n=24) 3.3 3.8 2.1 2.1
Latin America (n=21) 4.0 4.1 1.9 1.8
Middle East (n=51) 3.9 4.4 2.5 2.3
AVERAGE 3.9 4.3 2.2 21
Disease Surveillance Research
Asia (n=49) 4.8 5.1 2.6 2.6
Eastern Europe (n=23) 4.4 5.0 1.8 2.3
Latin America (n=40) 4.2 5.4 1.9 1.5
Middle East (n=26) 4.7 4.8 2.4 1.9
AVERAGE 4.5 5.1 2.2 21
Drug Discovery Research
Asia (n=51) 3.5 4.0 2.0 2.0
Eastern Europe (n=19) 2.3 3.3 1.8 1.7
Latin America (n=9) 2.6 3.6 1.2 1.3
Middle East (n=11) 2.8 2.7 2.5 2.1
AVERAGE 2.8 3.4 1.9 1.8
Translational Research
Asia (n=12) 3.6 3.8 2.2 2.0
Eastern Europe (n=3) 2.0 2.3 1.7 1.7
Latin America (n=7) 3.0 4.1 1.0 1.4
Middle East (n=8) 3.5 3.8 1.9 2.6
AVERAGE 3.0 3.5 1.7 1.9

*This question was answered on a 7-point scale: 7=very likely; 1=very unlikely. The above scores are an average of the

respondents’ results.
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on some of the most dangerous pathogens do not com-
monly use controlled access measures (double-door en-
try, physical isolation of the laboratory), and, moreover,
these laboratories do not appear equipped to handle
accidents, as the majority of them lack a sealable room
for decontamination or an anteroom. Enhanced biosafety
measures such as a double-ended autoclave, an ante-
room with a shower, and closed-circuit television are rare.

While many respondents appear to be concerned
about the natural route of infection or an agent’s patho-
genicity, the majority of respondents studying dangerous
infectious agents do so at one biosafety level lower than
that recommended in applicable guidance from the
World Health Organization and/or the Centers for Dis-
ease Control and Prevention (CDC). In Asia, for example,
nearly two-thirds of respondents investigating Japanese
encephalitis, avian influenza, and SARS perform their
research under BSL-2 conditions.

One explanation for this discrepancy is that some of
these labs are diagnosing clinical specimens for which
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BSL-2 work practices would be appropriate. Another pos-
sibility is that respondents’ laboratories are not able—
due to lack of resources—to work at the appropriate bio-
safety level. Alternatively, respondents may claim to be
working at one biosafety level but are actually employing
more stringent safety practices. In many cases, the re-
spondents are not aware of their laboratory’s official
biosafety level or are not entirely clear what the various
biosafety levels are or when they are needed. For exam-
ple, one respondent from Pakistan reported using a
BSL-4 when researching food-borne pathogens such as
E. coli and S. typhi in his/her laboratory. Another Paki-
stani reported using a BSL-4 for research in a basic re-
search laboratory while a respondent from Jordan re-
ported using a BSL-4 for research in a clinical laboratory.
Yet, no evidence in the public literature confirms that
either of these countries operates a BSL-4 facility. More-
over, further reviews of individual biosafety responses
do not support the engineering controls consistent with
a BSL-4 laboratory.

Table 6b
Risk perceptions that a respondent’s laboratory would be involved in or affected by one of the following scenarios.*
Discovering Repurposed by Theft of Samples Theft of Samples
Emerging Government to Serve by Laboratory by Non-employee
Infectious as Public Health Employee with with Intent
Disease Lab During Epidemic | Intent to Cause Harm | to Cause Harm
Food-borne Pathogens
Asia (n=27) 4.2 4.2 2.4 2.7
Eastern Europe (n=9) 1.7 2.6 1.5 1.5
Latin America (n=12) 2.5 3.5 2.8 3.0
Middle East (n=12) 3.0 4.0 1.7 1.2
AVERAGE 2.9 3.6 21 21
Emerging Pathogens
Asia (n=6) 4.2 4.2 2.7 2.3
Eastern Europe (n=2) 4.0 4.0 2.0 1.0
Latin America (n=3) 5.0 7.0 1.0 1.0
Middle East (n=1) 1.0 1.0 1.0 1.0
AVERAGE 3.6 4.0 1.7 13
Blood-borne Pathogens
Asia (n=14) 3.6 3.6 2.4 2.4
Eastern Europe (n=2) 4.0 3.5 1.0 3.0
Latin America (n=8) 2.9 4.9 1.4 1.3
Middle East (n=1) 4.0 4.0 4.0 4.0
AVERAGE 3.6 4.0 2.2 2.7
Pathogens Posing an Inhalational Risk
Asia (n=5) 3.8 3.6 2.6 2.4
Eastern Europe (n=5) 2.8 2.6 1.6 2.0
Latin America (n=5) 3.0 5.2 2.0 1.6
Middle East (n=7) 3.9 4.7 2.4 2.3
AVERAGE 34 4.0 2.2 21

*This question was answered on a 7-point scale: 7=very likely; 1=very unlikely. The above scores are an average of the

respondents’ results.
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In general, fewer laboratories utilize biosecurity-
related measures than biosafety-related measures. An
overwhelming majority consider the Theft of samples
with the intent to do harm by an employee or non-
employee highly unlikely. While most respondents’ labo-
ratories employ minimal biosecurity measures, the fact
that the awareness level and perceived threats about
biological terrorism is so low suggests that these meas-
ures are likely not implemented to the standards recom-
mended by the WHO. Many of the respondents who are
not implementing biosecurity are engaged in research
with dangerous endemic agents, such as foot-and-mouth
disease virus, dengue fever virus, SARS-CoV, and avian
influenza virus. In addition, many of the respondents
who do not consider the Theft of samples with the intent
to do harm by an employee or non-employee a concern
also specifically identify a biosafety concern, Accidently
infecting people, animals or the environment.

Simple Practices and Techniques Predominate
Simple biosafety and biosecurity measures predomi-
nate in every survey category, while more sophisticated
and expensive measures are used by a significantly
smaller proportion of respondents who, in most cases,
reside in wealthier countries. As previously mentioned,
the most common biosafety practice is the use of per-
sonal protective equipment such as gloves, goggles, and
gowns. Expensive technologies like two-way communica-
tion, positive pressure suits, and pass-through auto-
claves are rarely used. Furthermore, most of the sophis-
ticated techniques and equipment are located in the
handful of BSL-4 laboratories scattered throughout the
survey regions. When asked about the types of labora-
tory techniques used with infectious agents and/or
toxins, the majority of respondents reported using simple
tools routinely, for example classical polymerase chain
reaction (PCR), enzyme-linked immunosorbent assays
(ELISAs), and electrophoresis. Advanced genotyping and
gene expression analysis technologies, such as single
nucleotide polymorphism (SNP), RNA interference
(RNAI), and deoxyribonucleic acid (DNA) microarrays, are
used only by a small percentage of respondents.
Biosecurity shows a similar trend. Laboratories lo-
cated in developing countries tend to choose more per-
sonnel-intensive security approaches, relying on guards as
their main source of protection. Many of these laborato-
ries simply post a guard at the building entrance and lock
their cabinets, building, and laboratory doors; the use of
engineered security controls such as intrusion sensors,
alarms, and video monitors are rare in developing coun-
tries. Personnel-based security measures are inherently
less effective; electronic systems are more reliable and
have the advantage of providing constant monitoring.

Perceptions of Risk Vary Regionally
In general, the overall perception of risk varied
among regions. Latin American and Asian respondents
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were the most concerned about various scenarios involv-
ing an infectious agent or toxin in their laboratories
(Tables 5a and 5b). When considering the survey’s five
types of laboratory risk, Latin Americans respondents
were consistently most concerned with Accidentally
infecting people, animals or the environment and
Laboratory-acquired infections across all research type
categories, except Latin American labs that perform dis-
ease surveillance and translational research. Latin Ameri-
can respondents who study drug discovery research were
most concerned with each of the survey’s proposed labo-
ratory risks; Asian disease surveillance researchers were
also concerned with all of the risks (Table 5a).

Similarly, all Asian research laboratories were most
concerned with Discovering an Emerging Infectious Dis-
ease (Table 6a). Being Repurposed by government to
serve as a public health lab during an epidemic is a
concern for Latin American labs researching emerging
pathogens, blood-borne pathogens, and pathogens that
present an inhalational hazard (Table 6b).

Generally, Middle Eastern respondents who study
pathogens that present an inhalational hazard are the
most worried about the laboratory risks presented in the
survey, while Eastern European researchers of the same
category were the least concerned about all the risks
(Table 5b). Furthermore, regional analysis of biosafety
levels reveals that Middle Eastern respondents consis-
tently do not know at which BSL level they currently work
(Table 3a).

It is important to note that when risk perceptions of
individual countries in each region were analyzed, no
trends could be identified. The responses of participants
from various institutions within a region, even within the
same country, differed dramatically. For example, in two
Indian disease surveillance labs, one categorized the lab
scenario risk as extremely high, while another found ab-
solutely no risk. This was common in both wealthy and
poor countries. The only discernable trend in the risk
perception data was that respondents from the wealthier
countries collectively perceive much greater risk than
the poor countries, perhaps indicating better awareness.

Conclusions

This work has highlighted the strengths and weak-
nesses of laboratory biosafety and biosecurity interna-
tionally. Survey results revealed that participants are
actively engaged in research with a wide variety of bio-
logical agents, including Salmonella typhi, Escherichia
coli 0157:H7, Shigella dysenteriae, HIV, and Staphylo-
coccus aureus toxin. Mycobacterium tuberculosis is also
commonly researched in many countries, while Asia in-
vestigates SARS, highly pathogenic avian influenza, and
dengue fever much more frequently than any other re-
gion. In contrast, biosafety and biosecurity practices
around the world are varied. Results of these analyses
were summarized into three major trends or themes:
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biosafety is more prevalent than biosecurity, simple
practices and techniques predominate, and perceptions
of risk vary regionally.

One reason why biosecurity is employed less often is
because laboratory biosecurity is a relatively new con-
cept, even in U.S. laboratories. In regions which do rec-
ognize biosafety within a laboratory framework, biosecu-
rity may not be independently recognized, or it is inter-
preted to mean the same as biosafety. This susceptibility
is likely to be even greater for those laboratories that
strongly rely on security provided by humans (e.g., entry
guards or security patrols) rather than technology, a
trend that is more typical of laboratories located in Devel-
oping/Emerging countries than in Advanced countries.

Respondents cite a variety of reasons for poor re-
search practices. In all regions, respondents claimed a
lack of funding and other resources as the primary factor
that prevents laboratories from applying appropriate
biosafety and biosecurity measures. A lack of funds, es-
pecially in the Developing/Emerging countries, prohibits
laboratories from purchasing the necessary equipment
and hiring qualified staff. A lack of awareness or educa-
tion is also a significant hurdle. Many respondents are
guided by their employers or employee training, but bio-
safety training is minimally conducted in all regions. Fur-
thermore, nearly every region reports looking to its coun-
try’'s government to help shape its biosafety and biose-
curity practices in the laboratory. Yet, for many coun-
tries, no national regulations or guidance exists.

A lack of a perception of risk also exists. Interest-
ingly, when considering the individual countries that
have been affected by SARS or avian influenza, several
respondents reported their most significant worry was
Laboratory-acquired infections and Increased virulent
strains; however, the majority did not utilize the neces-
sary biosafety precautions to mitigate those risks. It is
likely that institutes that lack the appropriate biosafety
practices will have frequent laboratory-acquired infec-
tions, although no information is available in the open
source literature to confirm this. Even so, many respon-
dents’ ignorance or dismissal of the possible harm a
particular pathogen might cause, in the event of acci-
dental exposure, is worrying.

The authors acknowledge the inherent limitations
and shortcomings associated with this survey data, and,
therefore, do not recommend that its results be used
alone to sufficiently or confidently assess risk or to gen-
erate conclusions that could potentially shape policy.
Most surveys, including this survey, are seldom truly ran-
dom since responses are voluntary; participants may be
more likely to respond if they feel strongly about a sub-
ject, potentially resulting in a bimodal distribution of
data. Furthermore, the members of The Science Advisory
Board represent a segment of the scientific community
with a demonstrated willingness to participate in market
research activities. These factors may inject a certain
level of bias into the findings presented in this report.
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The points or honoraria given to participants were
designed to counterbalance this possibility, perhaps by
motivating those less likely to be responsive. However,
approaches such as these may result in a situation
where financially poor institutions respond more fre-
quently, thereby artificially overestimating regional risk
and under-representing comparatively well-funded insti-
tutions that may have better risk-reducing practices
and equipment in place. Moreover, certain groups or
subgroups may simply be over-represented in the
participant pool or be more likely to respond to a survey
for cultural reasons. For example, Indian scientists re-
sponded most frequently to the Asia survey; thus,
India is represented to a greater degree relative to
other countries. Also apparent is that, for many survey
questions, data stratification greatly reduced the sample
size, thereby limiting the statistical power of the study.
In addition, this survey targets just four regions of the
world; therefore, generalizing these data to other regions
of the world may or may not be appropriate. Similar sur-
veys are planned in the future for Africa, North America,
and Western Europe.

Lastly, although laboratory policies and procedures
are critical for the successful implementation of bio-
safety and biosecurity, these are harder to measure
objectively in a survey format; therefore, this survey fo-
cused predominately on whether laboratories had spe-
cific items in place to address biosafety and biosecurity
(e.g., the existence of written documentation, locks on
doors, badges, biosafety cabinets, etc.). This is a funda-
mental limitation of the way this survey was designed
since many laboratories around the world successfully
handle dangerous pathogens without staff acquiring
infections by implementing strong procedural controls
and training instead of relying on engineered controls.
Therefore, this survey structure should not be inter-
preted as a recommendation for engineered controls
over procedural controls.

Nonetheless, given a thorough consideration of the
potential caveats associated with survey analyses, sur-
veys are an important tool for collecting data necessary
to make firmer, more informed risk assessments of
broad, often intractable problems, and, therefore, the
authors believe this survey provides many valuable
insights. To date, surveys of biosafety and biosecurity
practices are rare and relatively narrow in scope. This
survey is exceptional in that it presents a summary of
data from various types of countries in four different
regions of the world.

In addition, these findings are supported by previ-
ously published incidents and evidence of negligent bio-
safety and biosecurity practices, domestically and inter-
nationally. In Europe, an onsite audit of 22 facilities, in-
cluding 94 Danish laboratories, found poor biosecurity
widely prevalent, with open access to freezers containing
lethal viruses and bacteria, such as Bacillus anthracis,
foot-and-mouth disease virus, and Yersinia pestis; 90%
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of the laboratories studied did not conduct regular inven-
tory checks or perform personnel background checks
(Bork et al., 2007). Similarly, in 2006, Texas A&M was
cited for a variety of biosecurity problems, ranging from
unauthorized access to high-security labs, missing vials
of infectious agents including Brucella bacteria, im-
proper disposal of infected animals, negligence in using
personal protective equipment, and failure to report
exposure of laboratory workers, to dangerous biological
agents (Kaiser, 2007; Ramshaw, 2007). Other recent
high-profile biosafety breaches include the laboratory-
acquired infections of SARS in 2003 and 2004, and the
accidental release of foot-and-mouth disease virus from
a laboratory in the United Kingdom in 2007 (Health and
Safety Executive, 2007; Taylor et al., 2005).

This survey shows that much work remains to be
done internationally to safely and securely manage in-
fectious agents and toxins and to reduce the risk of
exposure and theft. Establishing a culture of safety, se-
curity, and responsibility will be immensely challenging,
especially in those areas of the world that do not per-
ceive the risks and/or lack adequate resources to miti-
gate those risks. So that the United States can contrib-
ute more effectively to the ongoing efforts to promote
biosafety and biosecurity, more information needs to
be collected about laboratory policies and practices
worldwide. When combined with insights obtained
through complementary and collaborative relationships
with partners in this field, this wealth of data can be
used to better raise global awareness of the critical
issues involved with developing, implementing, and over-
seeing biosafety and biosecurity measures in bioscience
institutes around the world.
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United States, without hindering the progress of science. The scope of activities considered by the Task Force includes
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State, Tribal, and municipal], academia, privately funded research institutions, and private industry) utilizing poten-
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